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First: Signing in (word files) using the digital
signature

o




Open File, then Info, then Protect Document, choose
Add a Digital Signature

gH ;
{13 HOME  INSERT  DESIGN  PAGELAYOUT  REFERENCES ~ MAILINGS  REVIEW

& [ v = o= fe- o

: L CalbriBody) (11 *| A" A Aav B imvizeizy EE M
U Ba o

=== ?E' ﬂ’

Pase | BIUvakx. X A+¥ A E===
¥ Format Panter = Rk A WE=E|E
Font f Paragraph

(lipboard N

e



Documentl - We

Protect Document
Control what types of changes people can make to this document.

Mark as Final

»s Let readers know the ment 15
final and make it read
Encrypt with Password rare that it contains:
M Password-protect this document uthor's name

. Restrict Egiting
Control the types of changes
can make

Iy Restrict Access ons of this file.
@ Grant people access >
their ability to edit

e removing
opy, or print

[Ty Add a Digital Signature
Ensure the integrity of the document
by sdding an invisible digital signature

Account

Options

Press Yes, then Save

Microsoft Word *
Before you can add signatures, you must save the document in a format that supports digital signatures.
! Do you want to save in a supported format?

(M




Save as type: | Word Document (*.docx)

Authors: ahmed

[] 5ave Thumbnail

“ Hide Folders

B save s *
4 E| <« ghmed » Documents » v | 0 Search Documents »p
Organize « Mew folder == - o
GOV-CA (o) Name Date modified Type ~
Office Custom Office Templates 12/12/201811:13 .. File folder
Lozl MPC-HC Capture 11/30/2018 8:55 AM  File folder w
— LU BN 4 >
File name: -

Tags: Addatag

Page title:

Change Title...

Tools Save Cancel

Choose Approved this document, then sign, then Put
the user PIN

o




Sign ? et

ﬂ See additional information about what you are signing...
You are about to add a digital signature to this document. This signature will not be
visible within the content of this document.

Commitment Type:

Mone
Created and approved this document
Approved this document
Created this document
LIETdITS...
Signing as: test test tlattestat test Change...

Issued by:  Investors CA G1

Werify User PIN >

% Mow verify your User PIN:

@ User PIN: |

Change User PIN Lougin Cancel

] Enable soft keyboard

This document contains signatures, then Signature
Details

o5




PAGE1 OF1 OWORDS  ENGLISH (UNITED STATES) LA

T "ol This document contains signatures,
am (D ™ Q ) !

Sign in
b4
Signatures vx
Recoverable error:
test... 12112/2018 |~

[& Sign Again...
@ Signature Details...

Rerowve Signature

Click on View to see the certificate details

o




Signature Details ? >

Recoverable Signature - The signer’s certificate can't be verified, please try
I:_J' again later or check your network connection.

Signature type: XAdES-EPES

Commitment Type:
Approved this document

Purpose for signing this document:

Signing as: test test tlattestat test

View...
Issued by:  Investors CA G1
See the additional See information about Close
signing information that the signer...
was collected...
w8 Certificate o

General pDetails Certification Path

L L Certificate Information

windows does not hawve enough information to wverify
this certificate.

Issuwed to: test test Hattestat test
Issued by: Investors CA G1

wvalid from 10/21/2018 to 10/22/2019

'1'? You hawve a private key that corresponds to this certificate.

Issuer Statement

o
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Second: Singing in (outlook) using the digital
signature

o




Press New Email, then Options, then you will find
that it’s automatically digitally signed by default

= Inbox
HOME SEND / RECEIVE FOLDER VIEW
Ignare x ing Maove to: 7
N N 7= Clean Up~ Del et ; I © |EX Team Email v Done
ew ew elete epl orward More
. I Maore . =
Email ltems~ 4 Junk Al ¥ Create New
Mew Delete Respond Quick Steps F]
New Item (Ctrl+N) f Search Current Mailbox [Ctrl+E} £ | Current Mailbox ~
Create a new item.
All Unread By Date =  Mewest &
Sent ltems HV] Sunday ]
Deleted lterns 13 info &"2
FW: i g il jLiviaally Db bl CElya a B s

Fram: diva nacr Imailtadivanacr@hatmail roml

= H = Untitled - Message (H
FILE MESSAGE  INSE FORMATTEXT  REVIEW
K colors + s s=e 0.0 R & [}
a0 s ~ Request a Delivery Receipt Qﬂ =/
M =
[&] Fonts~ i=e a3 V] L
Themes P Bce  From | Permi Use Voting [ ] Request s Read Receipt SaveSent Delay  Direct
- [@Efects - ¢ - Buttons - tern To - Delivery Replies To
Themes Show Fields Permission Tracking [F} More Options M
To.
=1
Cc.
Send
Subject

)




Enter your digital signature PIN, then your Email
will be digitally singed, then double click on the
sign to see more details

FILE IMESSAGE INSERT OPTIONS FORMAT TEXT REVIEW
Cut 58 B )
Cop K
Paste ' Address Check  Attact
- Format Painter Book Mames File
Clipboard [P Basic Text MNames
To... Usama E. Ramzy;
=1
Cc..
Send
Subject test
test
Windows Security X
Smart Card
Please enter your digital signature PIN.
=El
Click here for more information
oK Cancel
Inbox - usamzy@gafinet.ceg eg - Outlock T E x

4 Today

Usama £ Ramzy

et

auramzy@gEinetorgeg et cond
inbos I

Drafts info




Digital Signature is Valid and Trusted

Digital Signature: Valid >

Subject:  test
From Usama E. Ramzy
Signed u.ramzy@gafinet.org.eqg

The digital signature on this message is Valid and Trusted.

For more information about the certificate used to digitally

sign the message, click Details.

|:|Warr1 me about errors in digitally signed e-mail before message oper

Close

Pessage Security Properties

E Subject: test

Messages may contain encryption and digital signature layers. Each
digital signature layer may contain multiple signatures.

Security Layers

Select a layer below to wview its description.

-

L.« Digital Signature Layer

F. = Signen u.ramzy@gafinet.org.eg

[y
Is

Crescription:
OE: Signed message.

Click any of the following buttons to view more information about or
make changes to the selected layer:

Edit Trust... Wiew Dretails... Trust Certificate Authority...

[Jwwarn me about errors in digitally signed e-mail.

(£
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Third: Signing in (PDF files) using the digital
signature

Acrobat Reader DC

©




Open Tools tab, then press on Certificate button,
then choose digitally sign

PDF presen tation.pdf - Adobe Acrobat Reader DC

File Edjg View Window Help
ools PDF presentation.pdf
Q arch tools

4 &= &

Comment Fill & Sign Edit PDF Export PDF

= G 2

Stamp Measure Certificates Organize Pages

|D\g\ta\|y sign or certify documents and validate authent\:ltﬂ

o




Steps to Build and Configure LDAP Locally.pdf - Adobe Acrobat Reader DC
File Edit View Window Help

Home  Tools Steps to Build and .. X

dpBRAQROSC XKEH

I Certificates @ ﬁq Digitally Sign [% Time Stamp

Apply a visible digital signature. Place the 5|gnature fieldin
the right position. Click and drag the cursor to resize it

Turn Windows features on or off

To tum a feature on, select its check box. To turn a feature off, clear
check box. Afilled box means that only part of the feature is tumed

CUA NET Framework 3.5 (includes NET 2.0 and 3.0)

 [ul L NFT Framewnrk 45 Advanced Services

Click Ok, then Continue

Acrobat Reader

Using your mouse, click and drag to draw the area where you would like the
signature to appear. Once you finish dragging cut the desired area, you will be
taken to the next step of the signing process.

[] Do not show this message again

€




Sign with a Digital ID

Choose the Digital ID that you want to use for signing:

° [QI > Siey e delwl (Windows Digital ID)
B Issued by: GOVCA Users 2018, Expires: 2021.08.30

@ ( Configure New Digital ID ) m

View Details

Continue

Click Sign, then Save

o




Sign as "ww> Sie) Jic dalwl” x

Appearance = Standard Text e
Digitally signed

WY sz $305 O3 doll
Date: 2018.12.18 )
10:11:43 +02'00' S SR

View Certificate Details

O ye dolul

<« v 4 <« Local Disk (D:) » ProgramData » v | Search ProgramData el
Organize » New folder S 7]
GOV-CA ~ MName - Date modified Type
PDF Microsoft 6/28/2012817PM  File folder

Presentation

[ Desktop
¢@ OneDrive
& Ahmed
[ This PC
' Libraries
=¥ Metwork
o4 Homegroup

File name: |tesﬂ ~

Save as type: | Adobe PDF Files (".pdf) ~

“ Hide Folders @ Cancel

Put the User PIN

o




Windows Security

Smart Card

Please enter your digital signature PIN.

Click here for more information

oK Cancel

Digitally:_)}c do L]

signed by L.l

s Sy OE
Date: v-\A.Y.A
‘qooviay .y

S 3R

(VL gy

- L

@ Valid signature
No

w it’s successfully signed

o




Signature Validation Statu

ed by L e Djs dalul <uramzy@gafinet.org.egs.
s not been modified since this signature was applied.

- The document is signed by the current user,

| Signature Properties... | |

Close

| Digitally -,

signed by L
T SRy )

Date: v-1n.v.a
Qo) o'

18 dolul
$30)

(g

. M

€
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[# 1) comespondenses_web

|2 comespondes_web

1) come_test_web

1) com_web

@ 1) mvc_web

@ ) Profile

1) System Volume Information
2 vs_2019
[ I Windows XP Mode

establishment lssues docx
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